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1. #E

1.1. X Z% SparkGateway

e (LO9

Spark View Deployment
Gateway Only

redp.hisnl (a8 neomal
ROP client)

Microsoft RDSH (Terminal
Server), Hyper-V, RD

Broker
>
jJ

Prolecol: RDP

legin.himi (inbegration
with AD, LDAP,
RADIUS, OAuih2 et
http/https VMWare ESX, ESXi
Waiwss TCP Socket Protacol: ROP, VNG, S5H, TELNET
= >
[Encrypted with TLS if 551 enabikad} Pratocal Standard Encryptian b of
[ROP RCA, NLA atc)
Spark Gateway §
(A Java hitp and
websocket sarver, A
: Citrix Xen
“EI-EI'I on 30 or “31 } mn?': ROP, VNG, 55H,
! M

Internet Corporate/Private Network

® (HEPLHE, %3k Java I Spark View X 15 738 .

b

J Any other physical or
virtual Hosts

Pralaoal: ROP, VNG, 58H, TELNET

REMOTESPARK

® 1] LL4n[F]% i@ RDP/VNC/SSH/Telnet 2 ity —FEA# H Gateway, Jf-78 37 iR 5545 B2 44 5L/ 1 44

® PJEIEHIHZF (Active Directory) , LDAP, RADIUS, OAuth2, MS RD Web Feed 545,

® LTI ASN LA Web S5 A

R AL

® WURFFEFAMIT (dynamic web page) H]iE, R7 EH SparkGateway %4i’5 —1™ Plug-in.

Remote Spark Corp. Page 3 of 35



1.2. SparkGateway X [FJf3F (reverse proxy) , fiEI# % (load
balancer) B3 VPN

Spark View Deployment | Microsoft RDSH (Terminal
Gateway with reverse proxy/load balancer/VPN Server), Hyper-\, RD
and other portal Broker
Frolccol: RDP

rdp.hien| (a8 rermal
RDP cliar)

legin. Pt {inkegraBion
with AD, LODAP,
RADIUS, DAUhZ e

J

O http/https VMWare ESX, ESXi
Py : ROP, 5 , T
Ve ¥ i) TCP Socket TCP Socket SRRER A e
v [Encrypted with TLS if 551 snabled) % ] - Siandard Encryplion v’
Py - s {ROP RCA, MLA alc]
u ; Spark Gateway J
Revenfae Proxy w{‘:b‘m"al “T;\:_";
Load balancer listen on 80 or 443) Gitrix Xen
VPN ; Prolocol ROP, WNG, S5H,
(Mg, .&Qache alc) } TELMET
: b 4
Corporate Portal J Any other physical or
: WEETFRL2 i) virtual Hosts
Internet ‘Corporate/Private Network S el

REMOTESPARK

o

® =AM (High availability)
® iR SparkGateway Ui I 2| ZMH
® TLHERMFBIIANEL, MWHFMERE, &5 A A HRAEREAN,

o CUEEIT R M. Nginx, Apache [ [F]fXEE; F5, Cisco, Juniper, Dell, Check Point, Array
Networks 2% VPN 7= i

® FLIMHCAH MRS dimAESAR: ISP, ASP.NET, PHP S54%

2. LRMENERITIE

2.1. TGRS HEE A Web Access Portal (Microsoft RD Web Access portal)
W RARININ T Microsoft RD Web Access portal i€ (Role) , &a] LA
https://MyRDPortal/RdWeb i MR IS Al 55 HdH AT im 2% Hz . IR 1T LALE gateway.conf (i
NE:

webfeed = https://MyRDPortal/RDWeb/feed/webfeed.aspx

directorylndex = login.html
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XEEURAG P, BAT LA ) http(s)://SparkGatewayAddress/3i3E 4T3 T HTMLS [ FE % 4%

AR

® i FHARIIN VA 23 R B0 UE webfeed Ml 15 IEAH TAE, W RIEMTE, MRE4RE—A
cookie BY, xml 34

® I HE I N ARG AE A0 N VA VA IR [ AR TR DL T

® Hfi{x IS IEAEA# FH NTLM authentication: https://technet.microsoft.com/en-
us/library/cc754628(v=ws.10).aspx

® 1fiff RDWeb/Pages and RDWeb/Feed on IIS 1F7E{# H “Windows authentication” , Tl AN&
“Forms Authentication”

2.2. 1531 H3 (Active Directory) F1 LDAP 1%
WERIRBIFTE PSP, AR AT LT A1 T JISON SCASC AR SRR VR A PRl . 1R
) 2 A 2 AT 79 I AR 1E AL B UTF-8 (UTF-8 without Byte Order Mark):

{
"source":
"type": "AD",
"properties": {
"server": "ADServerAddress"
}
}
}

TRAF I 441 users.json BUHAM A FR, 7E gateway.conf H148 & % SCAF AL
user = C:\\workspace\\data\\users.json

ISRARAEIESE — A LDAP 5%, 15IE type U “LDAP”

PR AT BAZE users.json SO AR H T il AN K AD/LDAP fAJIR 5% &%

{

"users": [

{

"name": "userl",
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"password": "userl",
"servers": [

"RdpServerl",

"TEST",

"Excel 2010"
1,
"isDomainUser": true,
"transferCredential": true,

domainServer: "serverAddr"

}

PRAT LS 3 A — N SO R e B P R I R IE B M IR S5 4% o Rz SO RAF I 44 servers.json
o HAh 4 FR, 1E gateway.conf HP il i€ % A & :

server = C:\\workspace\\data\\servers.json

2.3. Radius £/
{

"source":

"type": "RADIUS",

"properties": {
"server": "192.168.12.128",
"port": "1812",
"accountingPort": "1813",
"sharedSecret": "test123"
"timeout": "60000",

"retryCount": "3"
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}
® fi{RLE RADIUS fiIR%5 2% X B Spark Gateway Ff) IP ik ¥k 708 1% 7 bt

® I R/RA RADIUS RS IEAE/H FH £ EIGUE (multi factor authentication) , LI Azure
MFA, #fif timeout {H /N A 60000 ZF5,

2.4. OAuth2 £5%
PR EE R — > OAuth2 IR 454434 ) JSON Bt &S0, Rl -

{
"providers" : [{
"name" : "Google",

"client_id" : "650561938988-
t2r66k1ms3hpoi3kle2g7I2adlarau8s.apps.googleusercontent.com”,

"client_secret" : "-D-nhxWn2E97tZWWLg5IQ6Ak",

"request_uri" : "https://accounts.google.com/o/oauth2/auth",

"redirect_uri" : "http://localhost/oauth2callback",
"access_token_uri": "https://accounts.google.com/o/oauth2/token",

"scope": "openid email"

L

"name" : "Live",

“client_id" : "0000000040133A31",

"client_secret" : "p9WwBr2PyrgémtaeZCwTSwqblF39Br3z",

"request_uri" : "https://login.live.com/oauth20_authorize.srf",

"redirect_uri" : "http://www.remotespark2.com/oauth2callback",
"access_token_uri": "https://login.live.com/oauth20_token.srf",

"scope": "wl.emails",
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"profile_uri": "https://apis.live.net/v5.0/me"

}

}
YRI5, 1E gateway.conf HIE 1% U H
oauth2 = \\user\\local\bin\\SparkViewGateway\\oauth2.json

F 25 BEEE login.html YR SO .

2.5. ff] HTTP Basic Authentication 5Z 5 55 % Single Sign-On (SSO)

YR A] PATE gateway.conf H1 i F HTTP Basic Authentication. HE4 PLJE HAEf] RDP gt 2 ok B
HTTP Basic Authentication [ F* A1 650 %7774 0] LA KA VPN DL A Hifth web iz 5% 283547 B A
el S

3. B/ (WHES) AL
T8 H Spark View ) JavaScript &, ART] LAMATART Y 01 _E A7 — N FEiER:, ToiRIX AN T A2
K H web RS AL R —ANAHL I T A

3.1. fUEH 8 7R MR M I _H a8 — NMmiE s
R T 5 A A F] tutoriall.page.js:

window.onload = function() {
var gateway = '192.168.12.111",//S5CE Ik kit NAR KT SparkGateway Ak 45 25 Huhik
server = '192.168.12.117',// B 7Z Ik btk /R 1Y) RDP ik 55 % ik

url ='ws://' + gateway + '/RDP?server=' + server +
'&user=myUserName&pwd=myPassword";//t 25 F J* 44 Fl1% fith

var r = new svGlobal.Rdp(url);
r.addSurface(new svGlobal.Locallnterface());
r.run();

L

R T 5N Z tutoriall.html:

<ldoctype html>
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<html>

<head>

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>Spark View (RDP)</title>

<meta name="viewport" content="width = device-width, initial-scale = 1.0, user-scalable
minimume-scale = 0.1, maximum-scale = 8" />

<meta name="apple-mobile-web-app-capable" content="yes" />

<link rel="stylesheet" href="../hi5.css" />

<link rel="stylesheet" href="../rdp.css" />

<script type="text/javascript" src="../appcfg.js"></script>
<script type="text/javascript" src="../resource.js"></script>
<script type="text/javascript" src="../hi5_min.js"></script>
<script type="text/javascript" src="../surface_min.js"></script>
<script type="text/javascript" src="../rdp_min.js"></script>
<script type="text/javascript" src="tutoriall.page.js"></script>

</head>

<body>
<div>
<canvas id="remotectrl|"></canvas>
</div>
</body>

</html>
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PR A BT Z S R e 84T e, BB JEIZSF IR IR web ARk 5545 LR V5

A

® fiff{# H<!doctype html> & Ja ] HTMLS.

® fiifl<meta http-equiv="X-UA-Compatible" content="IE=edge">%# 1} Internet Explorer i | H#T1)
edge 5|%,

® WIRRIH A AEAE H ik &, TR Viewport meta Frid.

® “apple-mobile-web-app-capable” H3ic S0 H 7 A% M T A1 2 pRgE 77

® i —/ ROP mFEIER:, VR LA 41 JavaScript UM appcfg.js (&7 b J& AL B,
resource.js (& 5 %), hi5_min.js (Il T &), surface_min.js (F /7 5t1H), rdp_min.js (RDP 1334k
), AN EALTE his.css A rdp.css,  PAK —YLH B G SCH(*.png) . VNC 75 2 vne_min.js
F1 vneutil_min.jso SSH 75 % ssh_min.js. Telnet 75 % telnet_min.js.

® 1 LU E hi5.css A rdp.css, B I H O HIRE U3 (css) RAZ R IARE

® —Nid A “remotectrl” [ canvas I KRB /RIZFESE . WRARAEH 7 HALK id, RTEELER]
% Locallnterface I §& %€ 1% canvas: new svGlobal.Locallnterface(‘MyCanvasld’)

® {EfRENE—/NEAEER AT, BRATE R JavaScrpt X L@ ME e, AR Ik
#&1E window.onload {4 B i) = #08T m FE & 2.

® SparkView & /i< H B 4EH canvas IR/, AELEARIACHS B BB SO RN, BEAEAS
H css R E K.

HE4h

® KRNI B JavaScript 2 & (console) Hi& (F12 BEMER BT HFIF A& T E)

® [ ARH SparkGateway H & (223 H 3% /logs/*.*)

® 57 Internet Explorer s& 5 f# f] T 3 5450 (legacy mode) , #fifRIELfEH Edge =,

3.2. X R B cookie R{EH S ¥
PRt A] DL R X 5503 cookie DL Rdp2 K% & i FE B B S H:

X R SHH Rdp2:

window.onload = function() {

var parameters = {gateway: '192.168.12.111',
server: '192.168.12.117",
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user: 'vmuser’,
pwd: 'password'};
var r = new svGlobal.Rdp2(parameters);
r.addSurface(new svGlobal.Locallnterface());
r.run();
I
Cookie Z%{ A1 Rdp2:
window.onload = function() {
document.cookie = 'gateway=192.168.12.111";
document.cookie = 'server=192.168.12.117';
document.cookie = 'user=vmuser';
document.cookie = '‘pwd=password’;
var r = new svGlobal.Rdp2();
r.addSurface(new svGlobal.Locallnterface());
r.run();
I
Cookie ZH R it T web iR 5548 LM TT, ANGEH T AHE web ST
HTTP 3k ( Header) Z#i:
WS T DO EAE HTTP 3k (Header) HL[H:
gw_server, gw_port, gw_symlink, gw_user, gw_pwd
I H AR T LAE VPN B0 [ ACRE LT 1 B HTTP Sk S 4.
RAESEE:

ANEAEART N U HL T BRI JavaScript IS, U IEHTA [ JavaScript fRAFAE— ML js ST
Hifg. BA:

® Content-Security-Policy HTTP 3k (header) W] fE4x2% 7R F WX U1 AN BEIAARHS .
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® Chrome Web Store App A f VI ZSTR F

®  (RREEAREAEN YA T & TH B 204k (Pretty print) RIS . WUERAIRAAHD 2 i (1), 4%
AL AT PLAEACS X 5 i .

® TR, MREAREIENNE 28T & T A HIH BB SR RS
® 5 UfH canvas JUERAE— DIV B[ .

® RE[LATE—ANM T A 24 canvas Juz (ff A div 8L iframe) SROIEZ N FEIEE:.

3.3. RIREEMSH
SparkView BRIAZE (1 T B O 2 A, AR ELE I S HORE e AT,

PR S M A AAE R i (G S as i ) WEE, Al LAZER S (SparkGateway) @id
servers.json LSRG E, ARSI B B A B St ek

BE U5 E E ) PaINE AP &N
BY IR mapClipboard=on
g mapDisk=on

75 BAE gateway.conf HIXE tmpdir. 1 ILE
51T

FTEIAL mapPrinter=on
printer={R AL FT EIHL A FR

Rt A] PLTE gateway.conf B HIg— WK E
printerDriver (¥TERHLAIXBN S FK%) F1 printer
(&R

YR T BAE SparkGateway FITE ML A (7 AT 2
£ RDP Jil 5545 b2 %e) b3 — PostScrip B
PCL %] PDF A2/ 7, Jf HAE gateway.conf
L B A M AR () o B R BT R S

converter =
D:\\Programs\\gs\\gs9.16\\bin\\gswin32c.exe

arguments = -dBATCH -dNOPAUSE -dUseCIEColor -
dPDFSETTINGS=/printer -sDEVICE=pdfwrite -q -
sOutputFile=%1 %2
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TR B 53T

PRI

playAudio=0

G
i

soundPref=0: 7 & i Ak, & HIED

soundPref=1: & i EE, HHBZH R

AR (5RO

audioRecord=on

I X

timezone= encodeURIComponent ((GMT-07:00)
Mountain Standard Time’)

J& P B AR 95

var r = new svGlobal.Rdp('ws://gatewayAddr/RDP?server=192.168.12.117&mapClipboard=on');

HEHZSH

S 1

port I, AR, ACEERIE RS 4 b T, RDP
BRINA 3389, VNC BRI 5900, SSH BRIl A
22, Telnet Bl N 23

user TR, HPR4%

pwd FREE,

domain TR, W4

keyboard BOY, R RS, ERIAN 0x409 (3£ [H)

width B, RSB R

height B, G RR K

vmid Hyper-V L GUID, EL#n: B3D5444C-2611-

405A-9CA0-7AA8DA94DFOB, FH3Ki%4%: % Hyper-
V ####l & (console)

minWidth, minHeight

NN SR IP TS SURI NP 8
FEFF AT BEA S IEH TAE, Froll ik Bt S 4
8 S AP
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T ERHLIRS] 1] -

SparkGateway <% [ ) 7E RDP g 5545 s n— N2 € [m FTEHL, FF H A8 FH“MS Publisher
Imagesetter” EAERINFIFTEIALIRS, ECAFTA I Window WA HEL & LLIRA] . (HJ2 1% 9K ) 1) e 4t
WRASAEFT BN R SCA I A7 E S tH s K i) (A nT Re = A= F GB BI%dR), B DA FAE
gateway.conf W B AR, HLan:

printerDriver = HP Color LaserJet 8500 PS

WHORIRP) RDP 55 #% EAFAEZIRS, AR CUEE AN — AN A 3T EDHL A ik 2 AR v] DA 3K
s

r=n Add Printer

Find a printer by other options

i) My printer is a little older. Help me find it.

() Select a shared printer by name

Browse..
Exarmnple: \\computernamelprintername or
http://computername/printers/printername/.printer
(") Add a printer using a TCP/IP address or hostname
() Add a Bluetooth, wireless or network discoverable printer
(@ Add a local printer or network printer with manual settings
Cancel
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€« = Add Printer
Choose a printer port
A printer port is a type of connection that allows your computer to exchange information with a printer,

(® Use an existing port: LPT1: (Printer Port) w

() Create a new port:
Local Port

Cancel
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& = Add Printer

Install the printer driver

=

Choose your printer from the list, Click Windows Update to see more models,

To install the driver from an installation CD, click Have Disk.,

Manufacturer # || Printers ()
HP [EIHP Color Laserlet 9500 PCLE Class Driver

InfoPrint [E HF Color Laser)et 9300 P5 Class Driver

infotec HP Color Laserlet A3/11x17 Hardware-Copy PCLE Class Dri
KOMICA MINOLTA [EIHD alar | arerlet A271 117 DF1 A Clace Nriear P
TR V€ >
This driver is digitally signed. r Windows Update | i Have Disk... i

Tell me why driver signing is important
Mext I | Cancel
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€« = Add Printer

Type a printer name

Printer name: | HP Color Laserlet 9500 PS Class Driver

This printer will be installed with the HP Color Laserlet 9500 PS5 Class Driver driver,

Cancel

SHIITEINLARR (IK3h%) HEad “BUN” « AT ERIERIEMITHNL. RIETE
gateway.conf W B FTEPHLALRE] .

AR PR FF 3T EDFLAE PostScript B PCL 3T ENHL(ZFR A 155 PS B PCL). 15 S PostScript 4T El
ML, VR7FHEAE gateway.conf T E PostScript 5| PDF UFEHALE . W12 PCL ATEIHL, R 72
¥ H PCL 5| PDF HHE AL .

PRAT LA E — PDF FTENHLAOEKZ), XFERLTCTE (L gateway.conf i B FE#4s, (HEHAT A
“Microsoft Print to PDF” Iz 1] LAZE RDP ¥h4EH T1E,

YR AT PL22354# A HP Universal PostScript 3T ENHLEXZ) -
Tk

http://h20331.www2.hp.com/hpsub/cache/343033-0-0-225-121.html?jumpid=ex_r2845 go/upd

Remote Spark Corp. Page 17 of 35



HP Universal Printing Installer B

Installation Mode

Select an installation mode for the 'HF Univerzal Printing PS' driver.

f¢ Traditional Mode - Creates a regular printer object in vour Printers folder. with thiz mode,
wou zelect the destination printer now, and it remaing fised.

7 Dpnamic Mode - Creates a special Universal Printer” object in your Printers folder. With
thiz mode, vou can dynamically select pour destination printer each time you print,

@ < Back | Mext | Cancel

P e LT L Sy

Add Printer Wizard

Select a Printer Port
Camputers commuricate with prinkers thraugh ports.

Select the port pou want pour prinker b uge. If the part ig ot ligted, vou can create a
new port,

* |se the following port:

Mote: Mozt computers uze the LPT1: part to communicate with a local prinker.
The connector for thiz port ghould look, something like this:

sy

Y, W

" Create a new port:

¢ Back | et = | Cancel |
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HP Universal Printing Installer H

Installation Mode

Select an installation mode for the 'HF Univerzal Printing PS' driver.

o Traditional Mode - Creates a regular printer object in your Printers folder. Wwith this mode,
wou zelect the destination printer now, and it remaing fised.

" Dwnamic Mode - Creates a special Univerzal Printer” object in pour Printers folder. Witk
thiz mode, vou can dynamically select pour destination printer each time you print,

@ < Back | Mext | Cancel |

BRI S | S S

Add Printer Wizard

Welcome to the Add Printer
Wizard

Thiz wizard helps you ingtall a printer or make printer
connections,

& [f you have a Plug and Flay printer that connects

\!f) through a USE port [or any ather hot pluggable
port, zuch az IEEE 1394, infrared, and 2o on), you
do not need to uze this wizard, Click Cancel to
cloze the wizard, and then plug the printer's cable
ifko your computer or point the prinker toward pour
computer's infrared port, and turn the printer on.
Whindows will automatically install the printer for you,

To continue, click Mext,

| Mewt » | Cancel
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4 Add Printer Wizard

Local or Hetwork Printer
The wizard needs to know which type of printer to zet up.

Select the option that dezcribes the printer you want to uge;

+ Local printer attached ta thiz computer
[ Automatically detect and install my Plug and Play printer

| & metwark, printer, or a printer attached to another computer

To zet up a netwark, printer that iz not attached to a print server,
J‘) uze the "Local printer option.

¢ Back | Mewt » | Cancel ]

Add Printer Wizard

Select a Printer Port
Computers communicate with printers thraugh ports.

Select the port pou want vour printer to uge. If the part 1z nat listed, vou can create a
new port,

™+ |ze the fallowing port: B nended Printer Part]

Mote: Mozt computers uze the LPT1: part to communicate with a local prinker.
The connector for thiz port should look, something like this:

2,

I W

" Create a new pork:

¢ Back | Met » | Cancel |

1t gateway.conf ¥ B 41~ 4T EPHLIXE) :

printerDriver = HP Universal Printing PS
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3.4. fEZEENT 33— MEF (as Shell)

RTFERE W NS
startProgram=shell
command=encodeURIComponent(‘C:\\apps\\notepad.exe’)

directory= encodeURIComponent(‘C:\\apps\\’)

HEREZHERT, MABE—ANSEN B — MEF . WRERFERENZANMEFE, WL EMN
HUFE T P i B HARFE 7 53 (5 H RemoteApp.

KA
PRl RERE ZLAE ROP Ik 55as EAAVFR TR, 7 W 2 52 i

3.5. 21T RemoteApp
WERVRABAE — A2 RIS 47— D Z A~ RemtoeApp 1, ARTT LAEH T 51124k

startProgram=app

exe=| | WINWORD

directory= encodeURIComponent(‘C:\\apps\\’)
EFE O NIEFT— RemtoeApp :

function startRemoteApp(remoteApp, args, dir, url){

var r = svManager.getinstance() | | new svGlobal.Rdp(url); //reuse existing session if available

function onSurfaceReady(surface){
r.addSurface(surface);
if (r.running()){
r.startApp(remoteApp, args, dir);
lelse{

r.run();
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window.svOnSurfaceReady = onSurfaceReady;
var rail = window.open('rail.html');

rail.svOnSurfaceReady = onSurfaceReady;

window.onload = function() {
var gateway = 'w-think',//change this to your Spark gateway address

server = '192.168.12.132',//change this to your RDP server address
user = 'vmuser’,
password = 'password’,
remoteApp ="'| | notepad’,
args=",
dir=",

url ='ws://' + gateway + '/RDP?server='+ server + '&startProgram=app' + '&exe="' +
encodeURIComponent(remoteApp) + '&user=' + user + '&pwd="+ password;

startRemoteApp(remoteApp, args, dir, url);
12
PRWAT PAE — & N3 24 RemtoeApp, XFMELL T, @ILE appcfg.js BT :

noMinimize: false,

REEE:
® fi{r{HH RemoteApp MM AT A Z R4, JFHBTEEBEA “|1” , b
| | WINWORD

® TRIRISTEMR 5548 LA AIR T 2] RemoteApp.
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3.6. JE#LEIE (Virtual Channel ) KZ&EHEE ( Dynamic Virtual

Channel) ¥ BHK
SparkView JavaScript % F i S 45 RDP kg 0018 8 A5 a8 i #LE 1E i R T k. AR ] BAFE 2% 7 i A1) FH
JavaScript Gl Z MR T 1) vC Al DVC:

var r = new svGlobal.Rdp(protocol + gw + "/RDP?"+ s, w, h, server_bpp);
var vc = new r.VirtualChannel();//Use r.DynamicChannel to create a
dynamic virtual channel
vc.name = "CUST";
vc.process = function(buffer){
console.log(buffer.getByte());
console.log(buffer.getLittleEndianl6());
¥
vc.onopen = function(){
var data = new Array(7);
var rb = new RdpBuffer(data, 9, 7);
rb.setByte(1);
rb.setLittleEndianl6(345);
rb.setLittleEndian32(567);
rb.markend();
vc.send(rb);
¥
r.addChannel(vc);

VC 1 DVC /& H kAN RDP IR &S A% @ 5 1) . AT LAXTT B & XHI¥ R ve Fl DVC, RIFIR 75 2 4E RDP Al
545 L 9R S F e BEAR N Ve FI DVC I B A . T 245 Bl B B TR SR

http://msdn.microsoft.com/en-us/library/aa383546(v=vs.85).aspx

http://www.codeproject.com/Articles/16374/How-to-Write-a-Terminal-Services-Add-in-in-Pure-C

3.7. Gateway ¥ JE8i#i# (Gateway Channel)
Gateway Channel =& % /7 3ii FH K Al SparkGateway #HATIEAE I (A K& RDP IRS545) o FIH
Gateway Channel, #RTJLLM Gateway b 3RHUFR EL5 BB R IE R P imfE 545 Gateway:

var gvc = new r.GatewayChannel();

gvc.name = "gwc";

gvc.process = function(buffer){
console.log(buffer.getByte());
console.log(buffer.getLittleEndianl6());

s

gvc.onopen = function(){

var data = new Array(7);

var rb = new RdpBuffer(data, 0, 7);
rb.setByte(3);
rb.setLittleEndian16(45);
rb.setLittleEndian32(678);
rb.markeEnd();
gvc.send(rb);

s

r.addGatewayChannel(gvc);
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1t Gateway —¥ii, VRFEIFEFFEM java 9’5 — MY R, (RIOY FRILTH L4k K
com.toremote.gateway.plugin.AbstractGatewayChannel 2%, Jf H.ff H
HandlerManager.registerChannel () >RiEMHZX AN B T R i fE . 162 A T4 = -

http://remotespark.com/Plugin.zip

3.8. & P umfic B XX
YRAT LA appcfg.js SREE R B & wiJ@ 14,  HLan:

displayMsg: false,//4% 11 {27 P A3 A5 B

reconnectOnResize: false,//2% 11 H B RTE 1R B 20 HER CUn S Ya 28 o /N B R %)
windowState: 0,//2% 1I: H 5l KAt RemoteApp & 11 & W X ¥ & 111 7N

hideLogin: true,//J& 5 RemoteApp I}, A& 7~E it i

noMinimize: false,// 0¥ 5 /MY. RemoteApp % [ o

HZWHE, HSE5E appcfg.js 3L F-

4. FR%28%G (SparkGateway) £k

4.1. HTTP API
PRAT DA R HTTP 15K API SRZNZSTE Gateway |1 RDP/VNC/SSH/Telnet ik 5528 W B, symlink
&, XFERICAUN Gateway i 5 it mT DASEE R LL ThEE4E Al

B R %4

http://gatewayAddress/SERVER?id=serverld&displayName=Name&server=hostName&gatewayPwd=pas
swordInGateway.conf&...

gatewayPwd 52 %511 16 il MD5 FE 7. 1% MY 7 LA gateway.conf i E . /RAT A FH itk
BEREASRRAEER) MD5 5751 :  http://www.miraclesalad.com/webtools/md5.php

IR F-4851K -

http://w-think/SERVER?action=list&gatewayPwd=21232f297a57a5a743894a0e4a801fc3&id=ATPlus

WARFESE 7RSS A id, IZIESR IR [H] ISON A% A% R 55 45 1O L :

{"id":"ATPIlus","displayName":"ATPlus","server":"cloud.thinrdp.net","shadowing":false,"protocols":"rdp","icon":"k

bd.png","rdp":{"username":"demo","password":"demo"}}

WEREAARE RS A% id, ZIER SR B A 55 4513 -
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"display" : true,
"type" : "NORMALLIST",
"cols" : [{"name" : "id"},
{"name" : "displayName"},
{"name" : "server"},
{"name" : "remoteProgram"},
{"name" : "command"}],
"rows" :
[["ATPlus", "ATPlus", "192.168.12.117","", ""],
["WordPad", "WordPad", "192.168.0.118", "", "wordpad.exe"]]
}
BIE—A symlink:

http://gatewayAddress/SYMLINK?symlink=symlinkld&server=existingServerld&validTime=20m&
gatewayPwd=passwordIinGateway.conf&...

symlink ZRALL T — MR 1A AR S5 a5 IARTETT 3, AESRAR AT PAseE 1 PR 7 SR RO Ta) R i 5. 38
LZHERESE

http://www.remotespark.com/view/doc/com/toremote/gateway/connection/SymLink.html

B — N R 25 28 5 symlink, 15 7E URL N "&action=delete" Z4; FEHHIUG, 15 7E URL F S0
"&action=update" Z#{.

FREL symlink 513%:

http://w-think/SYMLINK?action=list&gatewayPwd=21232f297a57a5a743894a0e4a801fc3&symlink=212a155e-
€951-40db-95ea-177183174fa7

WRFEE T symlink id )36, B 2R [BlZ symlink )13 & :

"id":"212a155e-e951-40db-95ea-177183174fa7","resourceld":"169.254.146.243","validFrom":"Aug 26, 2015
12:00:00 AM","parameters":""}

WA HE symlink id B35, S 2R EIFTE symlink 712 .

{"COIS“:[{"name":"id“},
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{"name":"resourceld"},

{"name":"password"},

{"name":"validFrom"},

{"name":"validTime"},

{"name":"validTo"},

{"name":"parameters"},

{"name":"comment"}],

"rows":[["212a155e-e951-40db-95ea-177183174fa7", "169.254.146.243", "", 1440568800000, "", 0, "",
l”l]'

["c5cbbcod-f8a7-42ca-af9c-bd28c86adab4", "169.254.146.243", "", 1452544860000, "",
0, IIII' llll]]

}
REVERZEFIR:

http://w-think/SESSION?action=list&gatewayPwd=21232f297a57a5a743894a0e4a801fc3&id=a29575a9-08c2-
4162-9bfb-4876820953db

IARARE 12U id (id) 35, ERERZ RIS R

{"id":"a29575a9-08c2-4162-9bfb-
4876820953db","server":"192.168.12.118","clientlp":"169.254.84.132","clientAgent":"Mozilla\/5.0
(Windows NT 10.0; WOW64) AppleWebKit\/537.36 (KHTML, like Gecko) Chrome\/47.0.2526.111
Safari\/537.36","thumbnail":"","startTime":"Tue Jan 26 15:38:55 MST
2016","numericld":621779525,"user":"","domain":"","rdpld":1,"startTime2":1453847935826}

W id WEEENE, EaREIFTESEHIE:
{"cols":[{"name":"id"},

{"name":"server"},

{"name":"clientlp"},

{"name":"clientAgent"},

{"name":"startTime"},

{"name":"numericld"},
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{"name":"user"},
{"name":"domain"},

{"name":"join"},

{"name":"protocol"},
{"name":"symlink"},
{"name":"thumbnail"}],

"size":1,

"rows":[["a29575a9-08c2-4162-9bfb-4876820953db","192.168.12.118","169.254.84.132","Mozilla\/5.0
(Windows NT 10.0; WOW64) AppleWebKit\/537.36 (KHTML, like Gecko) Chrome\/47.0.2526.111
Safari\/537.36","Tue Jan 26 15:38:55 MST 2016",621779525,"","","","RDP","",""]]

}
WS HTTP iR %), 2R [EPIRASHS 200 ; WS RIS, <R BRARS 500.
BN CH: (license file) :

http://w-
think/CONTROL?licenseFile=base64encodedLicenseFile&gatewayPwd=21232f297a57a5a743894a0e4a8
01fc3

W RVR 1% H encodeURIComponent X} Base64 {H#E4T %% . LLan:

encodeURIComponent(base64encodedLicenseFile)

4.2. &4 Plug-in
Gateway f& — N L LEIEST, FTLAEN Gateway 9w 'S $fi o 20033 & LA F 300

® IRIHRIFRARE L 2.
® NI FEAKES (], FHBAE—NIRLRENIEZT, ARAE T RS BN 4 I 5

o

® fifil Collections.synchronizedList(),Collections.synchronizedMap, ConcurrentHashMap &5 28 F% %
I,

o JIEBEMMELR, WRALMEHNE, T FEAMFMR.
® JLEAEURAIRPFRI R, I ORAE T EPIRES o
® SR H AT e BONTEREM A
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4.2.1. 1E Eclipse Wig{T gateway /R[] plug-in

T # plug-in =1

http://remotespark.com/Plugin.zip

fif [ SCHERIPR Y Eclipse TAE=S 8] H 3%
File -> Import:

& Import

Select

Create new projects from an archive file or directory.

Select an import source:

!t}rpe filter text

= Existing Projects into Workspace
[} File Systemn
[T} Preferences
% = Android
» = CfCe+
= Git
= Gradle
= Install
= Maven
= Comph
= Plug-in Development
= Run/Debug
= 5VN
= Tasks

v o Tazmm

W

WoW WY

WoW WY

® < Back Mext =

M “Next”

Finish Cancel
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£ Import

d >
Import Projects —
1 Some projects cannot be imported because they already exist in the ; ;r
il 4

workspace

(®) Select root directory: | Cworkspace ~ | Browse...

() Select archive file: Browse...

Projects:

Plugin (Chworkspace\Plugin) ~ Select All
[] RdpLibDemeo (ChworkspacetRdplibDemo)
|

[] rdpv (C:\uf.ﬂ:urkspace\rdpvj . Btk
[] RealTecClient (Cworkspace'\RealTecClient)

[] RealTecPlugin (Chworkspace\RealTecPlugin)

|

[] RemoteGateway (Chworkspace\RemoteGateway)

[] RemoteTest (Cworkspace\RemoteTest) -

Deselect All

Options

[]Search for nested projects

[] Copy projects into workspace

[ Hide projects that already exist in the workspace

Working sets
[] Add project to working sets

Select...

@' < Back Mext = Cancel

M i “Browse” FIRA LA A H 3%

EFE Plugin T H .

M “Finish”
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W JSMartcara [rrunk) i e
L:E‘% Plugin [trunk/ New :
i3 RdpProtocol [ e
g RemoteDeskt: T
g3 RemoteVision Open in New Window
=] |
"-'53 i . Open Type Hierarchy F4
l=f RTF2HTML [tr _
i SparkGateway Show In Alt+Shift+W »
E:Ejg SparkLicense | [ Copy CirleC
7 TinyRadius [tr 3
afy inyRacius M g Copy Qualified Name
G Website [Web Y
i ZeroServer [tr L2 S Ctrl+V
9% Delete Delete _
downloar
Remove from Context Ctrl+Alt+5hift+Down
Build Path >
Source Alt+5Shift+5 »
Refactor Alt+5Shift+T »
fu Import.
g Export...
Find Bugs >
<  Refresh F5

Close Project

Close Unrelated Projects

Assign Working Sets...

Run As * [ 1Java Applet Alt+5Shift+X, A
Debug As » [1] 2lJava Application Alt+Shift+X, ]
Profile As » Ju 3 MUnit Test Alt+Shift+ X, T
Validate

Run Cenfigurations...

Restore from Local Historv... . .

A S Plugin TLH,  “Run As” -> “Java Application”
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& Select Java Application O )4
PP

Select type (T = any character, * = any 5String, TZ = TimeZone): -

| e

Matching iterns:

Gl SparkGateway - com.toremote.gateway

@.AES - com.toremotetools
a.Encr}rptiDn - com.toremote.gateway
& JunitCore - org.junit.runner

G Mailer - com.toremote.gateway
ﬁ,Merger - com.toremote.recording
@.Testﬂunner - junit.textui

@ Version - junit.runner

. B com.torem ote.gateway

fififi% 1 “SparkGateway — com.toremote.gateway” , i “OK”

WAL gateway FIARFITfF—AZIZATTE Eclipse P, FRAT LUHH “Debug As” -> Java Application i1t
PRI AR o

AR

® RMIETREAE FH A2 — AN ZRUA ) SparkGateway.jar (Plugin\libs\SparkGateway.jar). #RA] HE 7 5
FH#TI1) SparkGateway.jar (7] DL 2236 H R KR B X AN IHRRA -

4.2.2. #EFHF Handshake plug-in
BIR—AH W R RGN, BT, B CLZdd o] LA SREE, Bl RiE4
MG FE 20

A PRAE WA O HL A — N ARSI, URAT AZE URL WESIME RS2 EEnHT 7 #9 session id (F
JUER R ERAFH) A session id, Al RDP IZAELTETER), AR LUK EIMASZRE £ 15 URL o

var rdp = new svGlobal.Rdp(‘ws://myGateway/RDP?server=myServer&token=mySessionld&...’);
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RIGTE Gateway B THEfFH, ARATLAMSRIX AN SHOE BIIERX & f2 — A O &R/ AU -
class SimpleHandshakePlugin implements Handshakelnterface{
@Override

public Map<String, String> onHandshake(Map<String, String> parameters) throws
ClientException{

String token = parameters.get("token");
if (islnvalidSession(token)){
throw new ClientException("Invalid sessioin");
}
return parameters;
}

PR E] LA AS token HEATINEE (f# ] ASP.net, JSP, PHP 25) , SRE{EIETFIHf: N TR

2

public Map<String, String> onHandshake(Map<String, String> parameters) throws
ClientException{

String token = decryptToken(token);//throw ClientException if not valid
Map<String, String> paramsFromToken = parseToken(token);
parameters.put(RdpParameter.server, paramsFromToken.get("server"));
parameters.put(RdpParameter.user, paramsFromToken.get("user"));

parameters.put(RdpParameter.pwd, paramsFromToken.get("pwd"));

String userlp = parameters.get(RdpParameter.ARG_CLIENT _IP);

//enable recording
parameters.put(RdpParameter.sessionRecord, "1");//enable session recording

//specify the recording file name (optional)
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parameters.put(RdpParameter.RECRODING_FILE_NAME, "myFileName");

return parameters;
}
REESEE:
o fRIRIDLRE 4
® fifRIRIEREME 3 B 5 PR IRERL, B MRS 4 — A e
® RATLMHF HTTP API KA i

4.2.3. HEIRETELE
B IRIFE A SparkGateway.jar, BHBATT S H B — jar X4

s A E . "Export”, 7E Java T H T 1%+ "Runable JAR file"

E Launch configuration i $"SparkGateway - Plugin"

LS H H

siili "Finish"

iR 1E " "Library handling" #i% H "Extract required libraries into generated JAR".
1E gateway.conf 15 B R R4 25

plugin = com.mycompany.plugin.SimpleManager

wIF S HARBSEE R — DAL jar SCHE O 5 SparkGateway.jar & s —ANCF) , XEEERF
R, RS T B R B L g B S BAREOFEE, R XS AR 7 BEAE gateway.conf
H ) AR e A A B

pluginFile=theLocationOfYourPlugin.jar

N R W A 3 AR AR A B 2
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2 Export O x

Select /"l

Export rescurces into a JAR file on the local file system., | E 5 l

Select an export wizard:

w = General
;:ﬂ:,l Ant Buildfiles
& Archive File
L2 File System
E Preferences
= Install
W [ Java
‘.f- JAR. file
2] Javadoc
¢ Runnable JAR file
= Run/Debug
= Tasks
= Team
= XML

® < Back Mext = Finish Cancel

W PRE R “sre” H 5%
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& JAR Export

JAR File Specification r—
| |
Define which resources should be exported into the JAR, 1 |

Select the rescurces to export:

152 jsch-0.1.53 ~ || O [X] .classpath
w EE‘:’» Plugin L] [%] project

[] i src L] £ gateway.conf
[ settings L] £ license
[] &= data (] [El README.tet

» [] &= libs

& Rdp

[ RTF2HTML

] E:_"::» SparkGateway "

Export generated class files and resources
[] Export all output folders for checked projects
[ ] Export Java source files and resources

[ Export refactorings for checked projects. Select refactorings...

Select the export destination:

JAR file: |D:\apps‘ap|ugin.jar w Browse...

Options:
Compress the contents of the JAR file
[ Add directory entries
[] Overwrite existing files without warning

® < Back Mext » Cancel |

R “Finish” H- 8 fR7E gateway.conf 1% & pluginFile:
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