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4.3.1.

Handshake, session, user and server ffift:
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1. &R
Spark View st 5t F 58—~ HTMLS G2 2 5% 1] & /7 it difi (Remote Desktop Protocol). & ] PALEARIZEFE
I S TS

o JaH VARSI AIREK Windows R24%, HLFE: Windows 2000 Server, Windows XP
Professional, MCE 2005, Windows Server 2003, Windows Vista Business or Ultimate, Windows
Server 2008, Windows 7 Professional, Business or Ultimate, Windows Server 2008 R2.

o Linux &ML, TFTFEZE xrdp.
e Oracle VM VirtualBox FE& E#INL.

1145

Spark View fifi il WebSocket, Canvas, Web Audio, AAHi/7i#% (local storage) %¢ HTMLS $54: SEEl T i
RS AN TSR P, BAWTH I

o EPumEZA, JoF Java, Flash, ActiveX ZEHifd:.

o EPumEEH N . AHIORAT, Flash Player, Java ZEfH2: WA HHO B
kR

o HPFIEARPEE ML FRRG—E IR,

o HIFMINCE . FRATH HTMLS WOARTEISR I O 28 Java WiUA .

o FHXINRE, HLWFTEY, Sz

o 52 (gateway) W] LLLRREETHEHAE &Rz,

Spark View SZEL T T A58 FE 5 11 435 -

e TLS (SSL over RDP) A NLA (Network Level Authentication)i& il % .

e RemoteApp 7] LLil#R A Mac, iPad, Playbook, Chrome Book Z£i%%% [1/ili] RemoteApp,
X2 H AT EME—1E5F & RemoteApp fER T % .

o JCEEBYIMEARARAE .

o BWMTHI, AT NE il EDHLZ S 0K5) .

o (EAHERULFE T ML AT

o UM E AL

o LKL, AR E SRR,

o BRI NVESCRE, AN FALE RSS2 i 22 2R SN

o [EPrEASCEF.

1.2.224
Spark View £L.3& | AN A

o JRZE (Gateway) , J&— WebSocket R 55#% & — /M i] HLH) Web 5528 .
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o Web HYH (HTML 34, css, JavaScript, E ) 55) , W LA TE R 55 2% (gateway) [, AT DA
IRE(ES A web RS 2% L, Wwins &,

TR 1 PSR R A B R AR -

User Gateway RDP Hosts (Internal Metwork)

Web
Pages via
HTTR/HTTPS

RDP over
WSWSS .
Pl o N
. 1
|?||'\

WS WebSocket
W55 WebSocket Secure

PRt] IER S5 3% (Gateway) ZeAEAREG M ML A 1.

2. 7%

% %% (Gateway ) &7 Java F2/F, AIPAZBETEJLF AT A HIBAE R4 b, Blim Web BR &40
HTML 1 JavaScript SCHF, A EALMIR S 25 um& , W] DL /E TR 1) Web %5 3% EEIRATH O
R 55 %% (gateway) I .

2.1.% % J2SE Software Development Kit (JDK)
¥ Java 2 Standard Edition (J2SE) SDK, 1.6 B¢ PLJ5 HIRR A (77 1% 1.6.0_27 X64):

http://www.oracle.com/technetwork/java/javasebusiness/downloads/java-archive-downloads-javase6-
419409.html#jdk-6u27-oth-JPR

L& ATEZELEN Java Runtime Environment (JRE) .

IR IR 7R 225 IDK.

BHE JAVA_HOME 5488 0 JIDK 1) 2288 H k. B2 (5 EIE AR Java MR .
BUE Java 2B 2R MY, BT A4
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java -version

2.2.%% Windows R
M4 223010 DK A (64 R332 B 4K Spark view HISIMA . 1ER, 64 RIAANY Spark View
ANHEIBATHE 32 f2A IDK L

AR (BUEEATIR, RN NEH, AREZ TWAIHTIERD -

http://www.remotespark.com/view/SparkGatewaySetupX64Free.exe

http://www.remotespark.com/view/SparkGatewaySetupX86Free.exe

FERARCA

http://www.remotespark.com/private/SparkGatewaySetupX64.exe

http://www.remotespark.com/private/SparkGatewaySetupX86.exe

IRYE RPN %

ARV VF ] SO A4 O license”, I EN 22206 H %o #ifR gateway.conf HLIHI ] license H kA
SO A IR

PR VF 5 ZAE TN gateway.conf, DU AR S5 2% AT m 145, BRINGG ) 80 W] HE Sl AR 7
M-

¥ SparkGateway.exe 2R IKIBH K15 I R FFIR B .

IF 2R, WIS N IE 1T " SparkGateway Manager" « $TJT "Java" W, (AR5 FH T IEAf K JDK
CINRARMT HNL 22 T 24N DK o IR RIS AEAE, A REIZ1T 'SparkGateway " [FI £ 1R (5
B WWE ST M e T L RE RS

cd C:\SparkGateway

SparkGateway.exe //IS//SparkGateway --Install=C:\SparkGateway\SparkGateway.exe --
DisplayName="SparkGateway" --Jvm=auto --Classpath=C:\SparkGateway\SparkGateway.jar --
StartMode=jvm --StartClass=com.toremote.gateway.SparkGateway --StartParams=start;-
c=C:\SparkGateway\gateway.conf --StopClass=com.toremote.gateway.SparkGateway --
StopParams=stop --LogPath=C:\SparkGateway\logs --StdOutput=auto --StdError=auto ++JvmOptions=-
server

java -jar SparkGateway.jar UPDATE
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"java -jar SparkGateway.jar UPDATE" will update the content of gateway.conf(using current installation
directory).

PR TT LS InstallServer.bat XA kT T 223, 1HEZ NI H R4 5IRMNZEEH R —
.

FAM# ] Aparche Procrun Kiz47T Windows ili%5. B2 {5 RiEE:

http://commons.apache.org/daemon/procrun.html

2.3.%2% Linux/Unix R4 (Daemon)
"% Spark View for Linux/Unix,

R FRA:

http://www.remotespark.com/view/SparkGatewayFree.zip

B ARCA:

http://www.remotespark.com/private/SparkGateway.zip

il 22256 H s, ATIXHLAE FH/usr/local/bin/SparkGateway fE %24 H 3. IR 22 H 41 T H 2% ¢

daemon wrapper :

e GNU AutoConf (4 2.53 B¢ L) _I)
e An ANSI-C compliant compiler (GCC)

e GNU Make
o DK (AHEFEFF Open JDK)
AT F ¥4

cd /usr/local/bin/SparkGateway

tar xvfz commons-daemon-native.tar.gz

cd commons-daemon-1.0.7-native-src/unix
.Jconfigure

make

cp jsve ../..

cd../.

chmod a+x SparkGateway.sh
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B RIS A “license” 2 Ml B 22 4% H 3%
URAR T EE AT, U R SS E A i ) S BT R R A

JA R S :

./SparkGateway.sh start

(EIN S

./SparkGateway.sh stop

FAME ] Apache Jsve /F M Linux/Unix daemon wrapper. 2 {5 Bi5 A&
http://commons.apache.org/daemon/jsvc.html

2.4.%2% Web HIE B HAh Web IR5523
] LIE ] Gateway 1F N Web Ak 4525, 1] PUHE web BI7 2255 21 HAth web AR 4545 .

Html B3 W EIITA web BHIEANEALMT AR S5 i Bk, W] DUECHE 52 3 B H A1k 55 23 H S ] .

3. ARS8 40 E

3.1.f[kR% %% (Gateway)
FrE RS 75 (gateway) WIEHBTE gateway.conf SLIFN, TIHIEFTASHIIER:

ZH 4 ZHH

bindAddr i bk, WRARIIIRS ZRE 24 P, ARnT DANGRE e b —A k.

port W A, BRI 80.

ssl JE A HH SSL NS https F1 WSS (WebSocket JIZ5i&#2) |, BRIA false.

credSSP i Fil Network Level Authentication, ERiA false. “true” &— EFEE _FimidEaE
B

backlog LAEEREH, B 50.

user FH PG B S0 (users.json, JSON #% 20) % 4%

server BRI R 55 2R 0 B A (servers.json, JSON format) 4%

html HTML R H 5%

directorylndex | HTML HRERIATL, ERIAHN "rdp.htmlindex.html".

license ARV SO R AR

logfile H B2

maxbytes PR AN H SRR/, BRIA 30M.

maxfiles PR HESCH R, B3l 0B, B oREUE 99.

logHttpHeader | 27103 http Sk, 1CFZ[E B0l A T EUBURE B ki, B true.

converter Postscript PDF X {F6 gz ints, HTHTE). HEFEAH Ghostscript:
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http://www.ghostscript.com/download/
%1l: C:\\Program Files\\gs\\gs9.04\\bin\\gswin64c.exe
arguments AR S %l K pdf X4, %2 RERHA ps X4, TR
Lk
f41]: -dBATCH -dNOPAUSE -dUseCIEColor -dPDFSETTINGS=/printer -sDEVICE=pdfwrite -
g -sOutputFile=%1 %2
plugin 1Y) Java 244
password WRFE L API )51
mime 9 web 55 2N INEE 2 mime types
keepDays I By SCAF AR A R B, BRIN 3 K
disk HLEREB NS4, AT FAERT R, B B ROP RS54 -
webfeed RD Web Feed URL, /- T-42/% RD Web Access Portal.
recording 2151t 3% (Session recording) , 0: ANida; 1: A id sk K4
recdir 2t B A H 3%
recwarning AR EL P SiER s, BN true
B4R

YR AT A F config.htm! EIE FHREETACE, 83K AITH http://localhost/config.html, Z
TZA&REH, XHHREMEH#TjE (gateway FrEENLES)
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P+ ToRemote.com Mail - Quer * -::. What's new X ﬂ Spark Configuration

€« C | © w-think/config.htm

Gateway: |w-think

Gateway || Server | User

Gateway Configuration (Saved in gateway.conf)

SSL (https and wss) |

Port(Default is 80 or 443(SSLY) B
Binding Address [

Network Level Authentication ]

Path of License File :?:}_Ugiersﬁoqgtao\uﬁorksﬁ;
HTML Root Directory C:\Users\Yongtao\workspi
Default Web Page :

Path of Log File .C:‘\Users‘\‘(ongtao\worksp;
Size of Single Log File(bytes) 30720000 B
Maxinmm mmmber of Log Files 99 |
Log HTTP header

PDF Converter C:\apps\ghostpcl-&.US-wi!']-'
PDF Converter Arguments ~dBATCH -dNOPAUSE dl
Phugin Class _ ]
Administration Password (for reporting API etc) | yourpassword

Temporary directory (for downloading/uploading) |C:\appsishare )
Davs of temporarv files are keot 3 B

3.2.HTTPS f WSS (WebSocket jin# i)
W2 G N 8, R NS — N HZZIIET (keystore.jks) :

o X ssl=true (gatway.conf)

o SR SSLINIER Java keystore, 5 215 BiEE N IHER
http://www.remotespark.com/Install SSL Certificate In SparkGateway.doc
https://knowledge.verisign.com/support/ssl-certificates-
support/index?page=content&actp=CROSSLINK&id=AR234

o https://knowledge.verisign.com/support/ssl-certificates-
support/index?page=content&actp=CROSSLINK&id=AR234
o http://www.agentbob.info/agentbob/79-AB.html
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o http://portecle.sourceforge.net/

o ININFA) Java IEITK B FN AR S 2% (Gateway) : -Djavax.net.ssl.keyStore=keystoreFileName -
Djavax.net.ssl.keyStorePassword=yourpassword. For example: java -Djavax.net.ssl.keyStore=
C:\Program Files\SparkGateway\keystore.jks -Djavax.net.ssl.keyStorePassword=password -jar

SparkGateway.jar -c=gateway.conf
o & /£ SparkGateway Manager JJII\ | Tl 26 3 :

-Djavax.net.ssl.keyStore=C:\Program Files\SparkGateway\keystore.jks

-Djavax.net.ssl.keyStorePassword=password
Eﬂ' SparkGateway Properties

| General | Log Cn | Logging | Java |513r1L||:| | 5hutdnwr1|

[] Use default
Java Virtual Machine:

C:\Program Filesavaljdkl.6.0_27jre'bintserver jvm.dl

Java Classpath:

C:\Program Files\SparkGateway\SparkGateway. jar

Java Options:

o]

Dijavax.net,ssl keyStorePassword =password

Initial memory pool:

Maximum memory pool:

Thread stack size:

Djavax.net.ssl. keyStore=C:\Program Files\SparkGatewaykeystore, =

MEB

3.3.Remote Desktop Web Access Portal £ %
AR, P AT DU K 5 8 s 15 2 A8 T ) RemoteApp AR THI 513K

PR
1. RemoteApp C.& KA TEHE,

2. Web Acess portal fITTEFINLESf& 7RI

JFHEH T web ££H.

3. Spark lR%5 %% (Gateway) WAZIZ{T7E Windows .

R 2
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1. fE gateway.conf N1 & web feed URL. iX 4™ URL 4R IF] portal Hidil+
/RDWeb/feed/webfeed.aspx, L ll1: webfeed =
https://cloud.remotespark.com/RDWeb/feed/webfeed.aspx

2. 8 login.html 1/E NERIA H 1, 7E gateway.conf ¥ E directoryindex =
login.html;rdp.html;index.html. FFEA{RE T html directory , Spark K55 2% [F 0 i 1% H
AR B T B SCA

3. IRAHE&EH ) M (users.json) F1 RDP 45 2% CF (servers.json)

— (=i S|
/ 1 ToRemote.com Mail - Inbo. = i Spark View > -

<« €' | © w-think/login.htm & Q

My Computers and Programs:

A A A Lo ¢ I

Abacus Accounting Abacus Law Abacus Message Slips Adobe Acrobat 9 Pro Extended BestCase Clients
e al 7] - :‘ ] -
- 2 B & & @ s
CompanionLink Synchronize Company Excel MyECFMail Outlook PowerPoint RingCentral Call Controller

3 I

Windows Live Messenger Word

Copyright © Remote Spark Corp. 2011 www remotespark com

3.4.RDP R4 Bt E
Pra] AR servers.json ST K15 B /R EEVT W] 1Y) RDP IR &5 2% L ARS8, W E G, H /el LL
TR P imAS B — AN A] AU in) R AR 2528 51 3R
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ﬂ Spark View

&« C' | @ admin-pc/rdp.html WY A

Spark View 1.8.1

World's first html5 Remote Desktop Protocol (RDP) client. What's new

Spark Gateway: !admin—pc i‘defanll port is 80 f'it's not specified (ip-port).
General ]| Display || Local | Programs || Experience |
Enter the name of the remote computer or drag a rdp file here:
Computer | |E
demo - =
Ry demo2
User Name demod
demod A
Password RemoteAppWord i
. RemoteApp\WWordpad
Domain RemoteAppExcel
kjExcel
Kooy kjWord
kjOutlook ~h
[ VirmalBox RDP or xrdp

[CIear] [Deleie] [Save] [Connect]

115
{
J* XS ANERE, 1R AR E AL UTF-8 (without byte order mark) il AR AE 1% SCAt-*/
"type": "NORMALLIST",
J*PIEZRAA . WHITELIST, BLACKLIST, NORMALLIST */
"display": true,
[* BoRZANERG P */
"connections": [

{
Ilidll: Ilwordll'
"displayName": "RemoteApp MS Word",
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"server": "213.180.85.124",

"icon": "kbd.png",

"protocols": "rdp",

"rdp": {
"username": "demo",
"password": "m9ff.QWE",
"domain": "SERVERSKY",
"remoteProgram": " | | WINWORD",
"mapClipboard": true,
"mapDisk": true,
"playSound": 0,

"mapPrinter": true

}

R ISON #4530, (P RAR— KR, [ Roan— M. FTHEZFATHBSEYIER. EE,
AR E LS AE SRS RE S, BT H TR T A SR B i AR

LRI AT & R R A S 25

ZH 4 ZHHE

port RDP ()Mo 15, R\ 3389

username Windows i F' 44, A LLZ 844 \H & g,

password Windows % 5 %4

console RBEFF L ESIESE ML (console session, or admin mode)
width RDP R4 96 fE . WA WE, 162 e i 10 .
height RDP Bifin %, WA WE, MiE NS E O RE.
color RDP BEATRE, EFRIA 16,

command ER R SRR

directory ERE AR IE4T B3R

mapClipboard e )8 B AR e

mapDisk A AL =
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disks

RS, 42— Devicelnfo %(4H, Devicelnfo X R 4544
{

"dosName": "disk1",

"longName": "disk1 on local",

"devicePath": "/apps/test/",

“actions”: 7

}

Actions HJERINME /& 7= ACTION_REDIRECT(1) | ACTION_DOWNLOAD(2) |
ACTION_UPLOAD(4). 4n - JABLEIX AN H SR SO DA 3k, (BASBRET B AR %5
R, WEIXAMEN 2.

playSound

0: ZEAHIR BOTFETHENL B & 1 AR 2: R HENL B3RS & .

audioRecord

FE A (AR K

performanceflags

BROME 111, 2 MR EMRIAE S
PERF_DISABLE_WALLPAPER = 0x01;
PERF_DISABLE_FULLWINDOWDRAG = 0x02;
PERF_DISABLE_ MENUANIMATIONS = 0x04;
PERF_DISABLE_THEMING = 0x08;
PERF_DISABLE_CURSOR_SHADOW = 0x20;
PERF_DISABLE_CURSORSETTINGS = 0x40;
PERF_ENABLE_FONT_SMOOTHING = 0x80;
PERF_ENABLE_DESKTOP_COMPOSITION = 0x100;

111 = PERF_DISABLE_CURSOR_SHADOW | PERF_DISABLE_CURSORSETTINGS |
PERF_DISABLE_FULLWINDOWDRAG | PERF_DISABLE_MENUANIMATIONS |
PERF_DISABLE_THEMING

| PERF_DISABLE_WALLPAPER;

legacyMode A, WRARIELEER:E] xrdp Y VirtualBox RDP 115 J5 H 3 2 155
mapPrinter ST A R FTEL.
remoteProgram | 147 —> RemteoApp. /R EIH RemoteApp 174 (alias) , JERELEH AT

TN | | R A2 — AT A — A b4,
| IWINWORD, | |wordpad, or | |EXCEL.

remoteWorkDir

RemoteApp HJiz4T H 3%.

remoteArgs RemoteApp HIIZ1T 2%
credSSP &8 NLA (Network Level Authentication).

sessionRecord

0: AFEAT il ki, 1 BRI SR GRAFE) -

YR AT P F config.htm! ETE FHRIETACE, XK AITH http://localhost/config.html., Z
TZ&E&REH, XHHRBEME#YjE (gateway FrEENLES)
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1 ToRemote.com Mail - Quer = ; ﬁ Spark Configuration

- C | @ w-think/config.html So| A I

Gateway: w-think

[ Start Configuration ]

| Gateway Server “ User ‘

Server (RDP Host) Configuration (Saved in servers.json)
Type Visible

D Dizplay Name Server Action

testl test com 192.168.0.118 G (%
2 o2 192.168.8.119 G, (%
3 3 192.168.8.118 G (%

3.5.HF
AN ARARFEAT R P BRI G, 7T U FH users.json SCEFSRE B 7 B AATTR] DA T AT HSEAL.
RIS 7zt P AU S A R TS
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E =N

& Spark View %
€« C' | @ admin-pc/login.html Ly R
l Spark View 1.8.1
Spark Gateway: |admin-pc |
User Name | |
Password | |

80 is defanlt port of Spark Gateway if it's not specified (ipport).
Install Spark Gateway 1.7 What's new
Copyright © Remote Spark Corp. 2011 www.remotespark.com

Mrgss, =& — DA g ) RemoteApp S it HALSIZ:

/& Spark View
L C | @ admin-pc/login.html wl Yy X
My Computers and Programs: ]
RemoteApp WORD RemoteApp Wordpad RemoteApp Excel
Copyright © Remote Spark Corp. 2011 www remotespark com

R AT P F config.html B FHREETACE, 3K AITH http://localhost/config.html, Z
TREREH, AWHREEMAEHjE (gateway FrEENLES)
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[~] ToRemote.com Mail - Quer = ﬁ Spark Configuration

I L C' | @ w-think/config.html A ¢

Gateway: w-think

[ Start Configuration ]

Gateway | Server ” User ]

User Configuration (Saved in users.json)

Name Password Servers Action

user] userl test] Q) (X

3.6. B AT ED
FEAESE ROP IS L, Il W IR 75 ZLAE RDP ik 55 4% HLIH VT 6 F P 22 Bt A 1244 04T ENBLSR B AR
Fro (HAZAER Spark FIFFAITEN, ARANT 2R ALMTINE):
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e Spark R%5%% (Gateway) 2 HZITE RDP R 2548 I8 hn— M@ FHFTENIXS) o

& Spark View-Evaluation Only ::' bespin embedded - Google

C @ admin-pc/rdp.htm

WINDOWS

Address

General |

" Select Printer
H Add Printer

IT@m@ L AnA |
~

Status: Ready I Printtafile  Preferences |
File al

Location:

Em R Eommen.t: Find Printer... I

@ M
-~ Page Range
: i Al Murnber of copies: i1 3:

Fi
@ " £ Selection 7 Curent Pags

(= 03 " Pages: l—- 7 Callate |ﬂ|
e

@ h
.0

Fint I Cancel l Apply l

ﬂ;‘Startl (3 WINDOWS ”3 cmsetacl - Notepad | g |“ PECRES

o J%A% (Gateway) =FEHRFTENZE R F] PDF 3CA-
o JKk%%% (Gateway) ¥ PDF AL ELAHIG .
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o P ATBAER BT ENZ T

- [6 Spark View-Evaluation Only » l?,l bespin embedded - Google =

€« C' | @ admin-pc/rdp.html

cmsetac]
pate: 07/16/2009 Time: 14:01:13
Registering cmSetACL.dl11
setting ACL to cM folder
Registered cmsetAcL.dll

pDate: 08/26/2011
Registering cmsetacL.dl]
Registered cmSetAcL.dll

PRTFELENR S 28 (gateway) 223 —AN PostScript 3| PDF K& H#e 28 , #HEZE( FH Ghostscript. 7R
i 1E gateway FT7EINLEE I 228% Ghostscript, ANl 2R G 27 MY RDP k5545 12 R1%FEF -

TR ROP kS5 %% )G I THTENE & M) (printer redirection)
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UIRARAE Windows 2003 AR EI—A> “ RASCRNIIRA)” B, W Eikin T3 E:

¥ Control Panel

File  Edit  ‘Wiew

Qoack - & - ¥

Favorites

O Search [ Folders | [ b 3 ) | [T-

Address |g' Conkral Panel

Mame =

3- Display

[ Folder Cptions

Advanced Automatic Updates

ﬂ Fonks

General Computer Mame |

e Game Controllers
Internet Cptions
|§|Java
@Keyboard

g Licensing

r\_) Mouse
@Network Connectic
LPhone and Modern
Portable Media De
‘%Power Options
4 Printers and Faxes
%Provision Metworks|
Q Regional and Lang
4, Scanners and Cam
[Z)5cheduled Tasks
@, sounds and Audio
gSpeech

% Skored User Mames
f’System
aTaskbar and Start
E windows CardSpa
& windows Firewall

Device Manager

E

The Device Manager listz all the hardware device
on your computer. Uze the Device Manager to cf
properties of any device.

Remate

Hardware

Driver, Signing Options

During hardware installation, Windows might detect software that
has not passed Windows Logo testing to werify its compatibilicy with

- indows, (Tell me whey this testing is important, )
Device Mg

Drrivers

Driving Signing letz vou make sure that installed d
compatible with Windows. Windows Update lets
hiow Wwindowes connects bo Windows Update for d

J

Driver Signing Windows L

Hardware Profiles

Hardware profiles provide a way for vou to set up
different hardware configurations.

Hardware H

See infarmation abouk

What action do you want Windows to bake?

@;’_L-;nore - Install the software anyway and don't ask For my
approyal

O Warn - Prompt me each time to choose an action

) Block - Mever install unsigned driver software

Administrator option

Make this action the system default

OF, J ’_ Cancel

ar. l [ Catcel

] Apply

3.7.]331—/ RemoteApp B A RENEE
B IRETT DG B — MR
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G Spark View : ) )
- C @ admin-pc/rdp.htm kIR - N

Spark View 1.8.1

World's first html5 Remote Desktop Protocol (RDP) client. What's new

Spark Gateway: |admin-pc ‘defan]t port is 80 if it's not specified (ip-port).
General | Dispay || Local | Programs | Experience | 2
() Start the following program on connection:
Program path and file name
Start in following folder '
) RemoteApp:
Exe or file L4
Argnments
@ None

[Clear] [Delete] [Save] [Connect]

CERR A —ANER” RZEFEN Windows IANERET (shelD) o BEEREIZEF & 0 HEA
RDP £, FHIXFhIpE, FMEFSEH—A RDP 216, e G — RS Sim A . IR
1] LLTE servers.json A4 5 “command” Al “directory” Z ¥R & iZ A2 .

RemoteApp 75 % RDP 6.1 & VA FIIRAS FE. AT AT & RemtoeApp 1] LLEATYE Rl —> RDP &1
B, RO LATE servers.json B “remoteProgram”. “remoteWorkDir” 2 “remoteArgs” S HUR 1% &
RetmoeApp.

RemoteApp & ] LAAS FH H g il i DURSE 0 2% 27 K/t AT B 3% .

http://en.wikipedia.org/wiki/Remote Desktop Services#RemoteApp

http://technet.microsoft.com/en-us/library/cc730673(WS.10).aspx

3.8. X E (EETH)
APRT ARSI — R A wi B ok BAATE, PR, ZH RS
WEBMER; 3o R EE— A ROP IS B — KA H 3, 2 H A SRS 2% H 2
538

i B R
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1. £ gateway.conf W NIRRT H 48 E — 1N HZ: tmpdir = C:\\apps\\share

2. HATRFIPESE 7 b AR/ RSO

Experience

General Display Local | Programs
Remote audi
pl?;}assu © Play on this computer |Z|
Choose the devices and resources that you want to use in remote session.
Clipboard || Printer

tﬂ]. d

Uploading Downloatl

"] Fast copy(CtrH-C for remtoe copy, press CtrH+C twice for copying

g files. (Drag files to vour screen after

[ Clear] [ Delete ] [ Save ] [ Cnnnect]

KA BFIii:
1. {E servers.json FC BRI L
"mapDisk": true,
"disks": [
{
"dosName": "Storage",
"longName": "Long Display Name",
"devicePath": "/apps/test/"
}
1,
2. HGRATS Mk T B AR TS

EAE3CA
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FH P S B AN SR Bl 78— SO B IEAE SR L AR S T, I E R AR m B bR o A

i e b e 2 BRI ST LR SO AR .
= EtR e B ENBER,  CARIEAS S s A (8] A R i e R R Bl ] A E
LS &L

i BbR, EE R A SRR, AR AEEA — A SO R B e — A SR E R BN
e

/ 1 ToRemote.com Mail - Info / ﬂ Spark View

€ 2 C O w-think/

Your Position: /| Choose Files

Name Type Size Date Modified Action

SparkCatewaySetupXb4Free.exe exe 1.415 MB  Wed Feb 29 2012 20:56:11 GMT-0700 (Mountain Standard Time)

wordpad.rdp rdp 1.303 KB Tue Feb 07 2012 17:55:13 GMT-0700 (Mountain Standard Time)

wordpadIP.rdp rdp 1.297 KB Tue Feb 07 2012 18:27:34 GMT-0700 (Mountain Standard Time)

N T IR AR, E R IR e e L R AN — N B R G L
WA LE gateway.conf fl servers.json WIEE LI,  SCHHL =S8 53 CH] .
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3.9.&1E Fe il K Bl 7
Spark T LSS FH 7 B BTG BAE IE . R OR 2 LA RDP A% 20t i), BT DA SO A 3 s A A
W43 2 — K/, T Az SO R DAAE AT A e84 BRI 78 H 3T FTA AR 20, 1230+
BN, R B R Bl A& S R

T ELTE gateway.conf HFECE W1 F =N
#o ik, o, A, 1 AEHIES

recording = 1

#R I SR AT H
recdir = C:\\apps\\share

#R B IR
recwarning = true;

3.10. S (i0S, Android etc)
MBI T, B MBI G REREs)) Tt e, 2R A S — M i
BRRAG, AT CLSZEAE i B bR o

IR ——
PERBERTIE A FHOBN B CBRChE: KT BEAE AR, 05, RIRBaMRINT 4.

1E Android L #E7#{# FH Chrome beta B¥ Firefox.

4. API &
4.1.3 K APl (RS FHREKZ P i JavaScript APID

TEARII N DT AL & “gateway.js”

var gw = new Gateway("192.168.9.118");
gw.login("password");
gw.report();// fitEEdl &
gw.report(callback);// it %] callback Jjik
gw.checkLicense(callback2); // F &R L/ BIR A
function callback(obj) {
if (obj.error) {
console.log("Error on getting report:" + obj.error);
return;
}
var c, cs = obj.connections;
var len = cs.length;
console.log("\nTotal connections:" + len);
for (var i = 9; i < len; i++) {
c = cs[i];
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4.2.Rdp KFE (%P ¥i Javascript API)

4.2.1. Rdp 3%

console
console
console
console
console

.log("connection
.log("clientIp:
.log("clientAgent: "
.log("server: "
.log("startTime:

+ c.clientIp);

+ c.clientAgent);
+ c.server);

+ c.startTime);

ZH 4 4

gateway FRR, RS S (gateway) Hihlb, J5iH Al DAER
%5, el 192.168.0.8:443

server PR, ELUi ) RDP R 25 4 ikt

port Y, RDP MWt 15 . BRIA 3389

user FI5AY, Windows [ F 44

pwd PR, Windows #15

domain FLFAY, Window 1544

keyboard B, AT R EIA 0x409 (US)

useConsole iR, RBERDFESHEEEEL. B
A false.

legacyMode /R, 2R IEFE R xrdp BL VirtualBox RDP, ER
A false

width H&R!, RDP Jif# i

height FLI, RDP Jif % i i

server_bpp O, ROP EtayR%, FRA 16 (16 fifh)

playSound B, BN L ANERGS & 0: FEARHIRR K 278
TRV EAL R

startProgram FR, BAREFMIZEA,  “shell”: fEIEHENS
BT MEFE, “app”: IB1T ) RemoteApp.

command EEN BT NMEFNER A
(startProgram=shell)

directory ERN BT —AMEF ST H X
(startProgram=shell)

exe RemoteApp T2 F 44
(startProgram=app).

args RemoteApp 2%k
(startProgram=shell).

background i/RTY, ERIA false: ANEsSLIHITY 5

smoothfont iR, ERIA false: ANHIEFAR

contents i/RTY, ERIA false: 25 1RSI B DN

animation TR, BRIA false: 2811352 Fpalim 2R

composition Ai/RT, BRI false: 251017 CIZH R

styles fi/RAY, ERIA false: ZE1ET TFES
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mapClipboard iR M, BRI false: 28 L BYNLAR L=

mapPrinter i/RTY, ERIA false: ZEIRFTEINIILE

mapDisk iR, BRI false: 2B LRAELILE

touchpad Fi/RA, BRI false: JE AR,

waWidth RemoteApp TAEIX % &, ERINDERMITEE .
WIERAR R AE BEAEER 70 X [A] 2.7k RemoteApp, ¢
VT T O B AE

waHeight RemoteApp TAVEX 8 E A, ERIADFR &,

WEAAR RAEBE 4R 3 X [H] 2 7% RemoteApp, ¢
WV R E R B IME

printer LT BTV 44 K

useSSL & WSS (WebSocket iRz, X%
Rdp2 X G AHH .

timezone B ik X 44 B

4.2.2. ¥ URL Rk{EiESH
15 “on” F“of " VE AT RSB HME, AEAEH true A falses

EEI A

var parameters = "server=192.168.0.2&user=admin&pwd=" + encodeURIComponent("&=@#");
//use encodeURIComponent to escape special characters in value

var width = 800, height = 600, server_bpp = 16;

var r = new svGlobal.Rdp("http://" + gateway + "/RDP?" + parameters, width, height,
server_bpp);

r.addSurface(new svGlobal.LocalInterface());

r.run();

Y480 H O N AB)—4 RemoteApp:
R TR~ S5

parameters += encodeURIComponent("startProgram=app&exe=||EXCEL");

E—ANEE O W B3 RemoteApp:

var parameters = "server=192.168.0.2&user=admin&pwd=" + encodeURIComponent("&=@#");
//use encodeURIComponent to escape special characters in value
parameters += encodeURIComponent("startProgram=app&exe=||EXCEL");
var width = 800, height = 600, server_bpp = 16;
var r = svManager.getInstance(); //try use the existed session.
if (r == null){
r = new svGlobal.Rdp(protocol + gw + "/RDP?" + s, width, height, server_bpp);
}

var rail = window.open("rail.html");
function onSurfaceReady(surface){
r.addSurface(surface);
r.startApp(frmConn["exe"].value, frmConn["args"].value, "");
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}s
rail.svOnSurfaceReady = onSurfaceReady;
r.run();

4.2.3. {#H cookie S
Rdp2 %J % m] L K&K Rdp X5, #RALAFIF cookie BX) G kAL #2344

var obj = {gateway: "192.168.0.2", server:"192.168.0.8", user: "user"};
var r = new svGlobal.Rdp2(obj);

W Rdp A FIZE R, B2 EIM cookie REMIE—NSEX R . LWWIRE W T cookie:
gateway=192.168.0.2;server=192.168.0.8;user=user", Rdp2 £R#E cookie HEIEIE NS H T
%o

4.2.4. Rdp X RKEH

JE M

LR et iy

appTimeout I TEZI TR, WRBA S
CTHEE, TG P 24 i
RemoteApp, FRIA/E 800 (=
.

displayMsg i IR B ERERAEEER. B
A true

reconnectOnResize i IR WYE AR T RN, 2R
HHTIER UL % RDP 111K/

reconnectTimes I, BBEERE, HBEIEN
L Bl o.

sessionTimeout I TEZI R, SR A H T
RemoteApp #1217, NI HZ)IE
il RDP 21 . BRIAE 3000 (3
).

windowState I RemoteApp & HHJIIRA .
BRE 3: R HKAL, 0: FH P
HATHE )

J7 i

ZFR ik

close() FIA 24T RDP 2%

exeAppCmd(cmd) X4 HT RemoteApp AT F 414

0xF020: f/ME i
0xF030: s AL
0xF060: % A H: 2 7 I
OxF100: ‘&7 4 [ RG0S0
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0xF120: [ & Ji & 11K/

mouseDown(x, y, button)

KIEBRAMZ THE . x v: RARMLE, button: A BRAREERIE T

mouseUp(x, y, button)

RIEBIHATITHE . %, y: RARALE, button: HEA BRERSEIZ T

mouseMove(x, y)

HKIE AR

running()

¥ 25 2 5% F—> RDP &1

setAudioBuffer(seconds)

TGP X KN, BRIA 2.0 B

writeKeyCode(down, keyCode)

RIEW T2 keyCode. “down”: Boolean

writeText(txt)

% Unicode

=X

ER S fifiik

onclose() RDP 2 if 2% L fil &

onerror(error) BATIE R R Z S

error.name, error.message I 1R EH(E B

4.3. 34 (IR5-3%%% Java API)

4.3.1. Handshake, session, user and server {4

PR A AL 2 52 Bl com. toremote.gateway.plugin.Managerinterface. fdiff ] PALEARIEAT & R K,
{ESE B, RemoteApp B HIAE . 1 NEIRATHIHFFIEAE:

http://www.remotespark.com/Plugin.zip
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